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Fundamental Concepts 


F-PROT Professional for Windows offers a flexible framework in which it is easy to 
determine the program functions, target types of viruses, schedule and objects of 
scans, and the way the program should respond to any findings. To provide 
effective protection against virus infections, the system must be set up to run the 
appropriate scans at the appropriate time. 


The following concepts represent the fundamental ideas on which F-PROT 
Professional for Windows is based. In addition to defining the terms Virus, Scan, 
Task and Preference, this Chapter gives you a basic idea of how F-PROT 
Professional for Windows functions. 


Virus 


A computer virus is a parasitic program capable of independently replicating itself. 
Viruses attach themselves to other programs, boot sectors of hard disks and floppy 
diskettes, or to application macros of document files. All viruses are harmful, either 
because they contain instructions to purposefully destroy data, slow down the 
system, or cause some other kind of damage, or just because they consume disk 
space and make the system less stable. Nobody wants to spread a virus around, 
even if it is relatively harmless. 


Scan 


Scanning is a virus detection method. Basically, scanning means reading a file or a 
boot sector and checking whether it contains the typical characteristics of the 
known viruses. Anti-virus programs, that use this method to search for viruses, are 
often called “scanners”. 
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F-PROT Professional scans for viruses by using either search strings or heuristic 
analysis. A search string is a sequence of bytes, known to be present in a particular 
virus. By using the search strings, F-PROT Professional can accurately ascertain 
whether a program file or a boot sector contains the known viruses. Heuristic (rule- 
based) analysis, which gives a high level of protection against new viruses, uses a 
set of rules to detect suspicious code. Currently, the heuristic algorithms used by 
F-PROT Professional can detect most new unknown viruses. 


Task 


A task is a pre-defined scan. Each task has a name and a set of scanning 
parameters, which provide all the information needed to execute this particular 
scan. The scanning parameters are stored on the hard disk as a file. 


The existing tasks and parameters can be edited or removed. When F-PROT 
Professional for Windows is started, it reads task files and forms a ready-to-be- 
executed task list. When a new scan is needed, it first must be created as a task. 
This task can then be executed as required. 


F-PROT Professional contains one default task. The default task cannot be removed, 
but its parameters can be modified. F-PROT Professional also includes a number of 
ready-made tasks, which can be treated like any other tasks. 


Preferences 


Preferences control the way in which F-PROT Professional for Windows functions. 
Their effect is by no means limited to tasks. There are several different 
Preferences, each responsible for some portion of the program’s functionality. 


If F-PROT Professional for Windows is installed with network functionality, F-PROT 
administrator pre-defines many Preferences and may decide to hide some of them 
from the users. In this case, some of the Preferences will be unavailable. 


To learn how to modify F-PROT Professional Preferences, refer to Section 5.2, 
“Setting Up Preferences.” It describes how to edit Preferences and what effect such 
editing would have on the program.of diskettes and logical disks. Boot sector 
information enables the computer to read an operating system like, for example 
MS-DOS. 


Some concepts you should know about 


Some concepts you should know about 


